Coldest River Software, LLC
Document and Record Retention Policy

1. Purpose

The purpose of this Document and Record Retention Policy (“Policy”) is to ensure that necessary Records
and documents of Coldest River Software, LLC (“Coldest River”) are adequately protected and
maintained and to ensure Records that are no longer needed by Coldest River or are of no value are
discarded at the appropriate time. This Policy is also designed to help Coldest River employees
understand their obligations concerning the retention of electronic documents — including email, text files,
PDF documents, research documents, and all other formatted files.

2. Policy

Coldest River prohibits the inappropriate destruction of any records, files, documents, samples, and other
forms of information. This Policy is in accordance with the Sarbanes-Oxley Act of 2002, under which it is
a crime to change, conceal, falsify, or destroy any record with the intent to impede or obstruct any official
or government proceeding. Therefore, this Policy is part of a Coldest River-wide system for the review,
retention, and destruction of Records Coldest River creates or receives in connection with the business it
conducts.

3. Types of Documents

This Policy explains the different Records, disposable information, and Confidential Information
belonging to others.

® Records: A record is any type of information created, received, or transmitted in the transaction
of Coldest River’s business, regardless of physical format. Examples of where the various types
of information are located include:

Appointment books and calendars
Audio and video recordings
Computer programs

Contracts

Electronic files

E-mails (see below)

Handwritten notes

Invoices

Letters and other correspondence
Magnetic tape

Memory in cell phones (relating to Coldest River business)
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Online posts, such as on Facebook, Twitter, Instagram, Snapchat, TikTok, and other
social media platforms and websites

Performance reviews
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Test samples
Voicemails

o



E-Mail Records: any document created, transmitted, or received on an email system, including
the message, its text and any attachments, such as word processed documents, spreadsheets, and
graphics that may be transmitted with a message, or with an envelope containing no message.

0 E-Mail Records include transmission data that identifies the sender and the recipient(s)
and the date and time the message was sent and/or received,

O When e-mail is sent to a distribution list, information identifying all parties on the list is
retained for as long as the message is retained; and

0 If the e-mail system uses codes, or aliases to identify senders or recipients, a record of
their real names is kept for as long as any Record containing only the codes or aliases. A
record must be kept of who they are—this might be done simply by always including
their full name in the body of the message (i.e. John Smith).

Confidential Information: means all technical and business information that is orally or visually
designated as “confidential” or “proprietary” or by the nature of the information would
reasonably be understood to be confidential. Confidential Information includes, without
limitation, Personal Information, Coldest River content, concepts, research and development
objectives, product ideas and developments, product specifications, product or component
samples, data, designs, sketches, photographs, drawings, reports, marketing plans, market
research, marketing and sales information, financial information, cost information, studies,
findings, inventions, ideas, know-how, all intellectual property, and any other information and
materials relating to Coldest River’s business, finances, products, customers, personnel, business
processes, infrastructure, IT resources and technology systems, and any materials that Coldest
River obtained from a third party subject to an obligation of confidentiality.

Disposable Information: Disposable information consists of information that may be discarded
or deleted at the discretion of the user once it has served its temporary useful purpose and/or
information that may be safely destroyed because it is not a Record as defined by this Policy.
Examples may include:

0 Duplicates of originals that have not been annotated

O Preliminary drafts of letters, memoranda, reports, worksheets, and informal notes that do
not represent significant steps or decisions in the preparation of an official record

0 Books, periodicals, manuals, training binders, and other printed materials obtained from
sources outside of Coldest River and retained primarily for reference purposes

0 Copies of memoranda or text sent for information rather than action
0 Instruction memoranda or information bulletins

O Messages that have only temporary value such as a message that a meeting time has
changed

0 Spam and junk mail

Confidential Information Belonging to Others: Any Confidential Information or Records that an
employee may have obtained from a source outside of Coldest River, such as a previous
employer, must not, so long as such information remains confidential, be disclosed to or used by
Coldest River. Unsolicited Confidential Information submitted to Coldest River should be
refused, returned to the sender where possible, and deleted, if received via the internet.

Administration



Attached as Appendix A is a Record Retention Schedule that is approved as the initial maintenance,
retention, and disposal schedule for physical records of Coldest River and the retention and disposal
schedule of electronic documents. [NAME OF EMPLOYEE] is in charge of the administration of this
Policy and the implementation of processes and procedures to ensure that the Record Retention Schedule
is followed (the “Records Administrator”’). The Records Administrator is also authorized to:

e Make modifications to the Record Retention Schedule from time to time to ensure that it is in
compliance with local, state, and federal (U.S. and Canada) laws and includes the appropriate
document and record categories for Coldest River;

e Monitor local, state, and federal (U.S. and Canada) laws affecting record retention;

e Monitor Coldest River’s compliance with this Policy; and

e Annually review and make revisions to this Policy.

Any paper Records and electronic files that are part of any of the categories listed in the Record Retention
Schedule, must be retained for the amount of time indicated in the Record Retention Schedule. A Record
must not be retained beyond the period indicated in the Record Retention Schedule, unless a valid
business reason (or a litigation hold or other special situation) calls for its continued retention. If you are
unsure whether to retain a certain record, contact the Records Administrator.

5. Suspension of Record Disposal In Event of Litigation or Claims

In the event Coldest River is on notice of a potential legal claim or served with any subpoena or request
for documents, or any employee becomes aware of a governmental investigation or audit concerning
Coldest River or the commencement of any litigation against or concerning Coldest River, such employee
shall immediately inform the Records Administrator and any further disposal of documents shall be
suspended until such time as the Records Administrator, with advice of Legal Counsel, determines
otherwise. The Records Administrator shall take all such steps as are necessary to promptly inform all
Coldest River employees of any suspension in the further disposal of documents.

6. Applicability

This Policy applies to all physical and electronic Records generated in the course of Coldest River’s
operation, including both original documents and reproductions. It does not apply to Vendor Records,
except for those Records provided to us, as we rely upon Vendors to set appropriate retention policies and
schedules. This Policy also applies to electronic documents described above.

7. Responsibility/Mandatory Compliance

Coldest River strives to comply with the laws, rules, and regulations that govern it and with recognized
compliance practices. All Coldest River employees must comply with this Policy, the Records Retention
Schedule and any litigation hold communications. Failure to do so may subject Coldest River, its
employees, and owners to serious civil and/or criminal liability. An employee’s failure to comply with this
Policy may result in disciplinary sanctions, including suspension or termination.

8. Reporting Policy Violations

Coldest River is committed to enforcing this Policy as it applies to all forms of Records. The effectiveness
of Coldest River’s efforts, however, depends largely on employees. If you feel that you or someone else
may have violated this Policy, you should report the incident immediately to your supervisor. If
employees do not report inappropriate conduct, Coldest River may not become aware of a possible
violation of this Policy and may not be able to take appropriate corrective action. No one will be subject
to and Coldest River prohibits, any form of discipline, reprisal, intimidation, or retaliation for reporting



incidents of inappropriate conduct of any kind, pursuing any Record destruction claim, or cooperating in
related investigations.

9. How to Store and Destroy Records
The destruction of electronic Records must be coordinated with the Information Technology staff.

e Storage: Coldest River’s Records must be stored in a safe, secure, and accessible manner. Any
documents and financial files that are essential to Coldest River’s business operations during a
Disaster must be duplicated and/or backed up at least once per week and maintained off site in a
segregated system.

e  Destruction: Coldest River’s Records Administrator is responsible for the continuing process of
identifying the Records that have met their required retention period and supervising their
destruction.

e  Destruction by Category of Records

o High = Records that contain private or restricted information, Confidential Information,
Sensitive Personal Information, or Personal Information. These records must be
destroyed in a secure manner such as incineration, maceration, shredding, pulping, or
secure electronic destruction.

0 = Records that do not contain PI, but do contain potentially important business
information (e.g., client contracts). Medium category records should be destroyed
through the methods for High category records.

0 = All other Records that do not fit into one of the above categories (e.g., marketing
material) and can be destroyed by placing in trash or recycling, or via electronic
destruction, as well as in the manner described for high category Records.

10. Approval and Revision

Coldest River reviews and confirms each revision of this Policy. Review of this Policy by the Records
Administrator will occur on an annual basis. Each revision of this Policy will be reviewed and approved
by separate individuals, and will be documented within the table below.

History Approved by Date

Created
Revised
Reviewed




Appendix A
Record Retention Schedule
The Record Retention Schedule is organized as follow:
SECTION TOPIC

Accounting and Finance

Corporate Documents

Correspondence and Internal Memoranda
Electronic Documents

Coldest River Issued Device(s)

Legal and Insurance Records

Research Data

Personnel Records

Payroll Records
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Tax Records

CATEGORIES OF DOCUMENTS

High

1. Accounting and Finance

Record Type Retention Period Notes
Accounts Payable and At least 7 years High
Receivables ledgers and
schedules
Annual audit reports and Permanent
financial statements
Annual plans and budgets At least 2 years High
Bank statements, cancelled 7 years High
checks, deposit slips
Business expense records At least 7 years High
Cash receipts At least 3 years
Electronic fund transfer 7 years High
documents
Employee expense report At least 7 years High
General ledgers Permanent
Journal entries At least 7 years High
Invoices At least 7 years
Petty cash vouchers At least 3 years High

Harvest data

At least 7 years




2. Corporate Documents

meeting minutes, and committee
meeting minutes

Record Type Retention Period Notes
Articles of Incorporation, Permanent
Bylaws, Corporate Seal
Annual corporate filings and Permanent
reports to secretary of state and
attorney general
Board policies, resolutions, Permanent

Contracts

Contract expiration + at least 15
years

Emails (business related)

3 years (see Section D.1. below)

IRS Determination Letter

Permanent

Sales and purchase records

At least 3 vyears

State sales tax documents Permanent
Resolutions Permanent
Licenses and Permits Permanent
Marketing Materials At least 3 years

3. Correspondence and Internal Memoranda

Most correspondence and internal memoranda should be retained for the same period as the document
they pertain to or support. For instance, a letter pertaining to a particular contract would be retained as
long as the contract (15 years after expiration). It is recommended that Records that support a particular
project be kept with the project and take on the retention time of that particular project file.

Correspondence or memoranda that do not pertain to documents having a prescribed retention period
should generally be discarded sooner. These may be divided into two general categories:

A. Routine Matters. Those pertaining to routine matters and having no significant, lasting
consequences should be discarded within two years. Some examples include:

i.  Routine letters and notes that require no acknowledgment or follow-up, such as notes of
appreciation, congratulations, letters of transmittal, and plans for meetings.

ii. Form letters that require no follow-up.

iii. Letters of general inquiry and replies that complete a cycle of correspondence.

iv. Letters or complaints requesting specific action that have no further value after changes
are made or action taken (such as name or address change).

v. Other letters of inconsequential subject matter or that definitely close correspondence to
which no further reference will be necessary.

vi. Chronological correspondence files.

Please note that copies of interoffice correspondence and documents where a copy will be in the
originating department file should be read and destroyed, unless that information provides reference to or
direction to other documents and must be kept for project traceability.

B. Non-Routine Matters. Those pertaining to non-routine matters or having significant lasting
consequences should generally be retained permanently.



4. Electronic Documents

B. Electronic Mail: Not all emails need to be retained, depending on the subject matter.
i. Employees will strive to keep all but an insignificant minority of their emails related to

business issues.

ii. Coldest River will archive emails for three years after the staff has deleted it, after which
time the emails will be permanently deleted.
iii. Coldest River will retain email accounts of former employees for four years after their

exit date.

iv. Employees will not store or transfer Coldest River-related emails on non-work-related
computers except as necessary or appropriate for Coldest River’s purposes.

v. Employees will take care not to send Confidential Information to outside sources.

vi. Any email an employee deems vital to the performance of their job should be copied to
the employee’s internal drive folder, and printed and stored in the employee’s workspace.

C. Electronic Documents: including Google Drive and PDF files. Retention also depends on

subject matter and whether the documents are included within project files.

i.  PDF Documents. The length of time that the PDF should be retained should be based
upon the content of the file and the category under the various sections of this Policy. The
maximum period a PDF file should be retained is 6 years. PDF files the employee deems
vital to the performance of his or her job should be printed and stored in the employee’s

workspace.

ii. Text/formatted Files. Coldest River employees will conduct annual reviews of all
text/formatted files (e.g., Google documents) and will delete all those they consider
unnecessary or outdated. After five years, all text files will be deleted from the network
and the employee’s laptop. Text/formatted files the employee deems vital to his or her job
performance should be printed and/or stored electronically in the employee’s workspace.

iii. Project Files. Coldest River may retain files in Google Drive or a similar platform
indefinitely, including emails, work product, contracts, and other documents, so long as
those documents do not contain personal information or are otherwise required to be
destroyed or returned by client contract. Documents and materials containing personal
information must be treated in accordance with the specific timelines herein.

5. Coldest River-Issued Devices

Upon termination, the employee’s laptop and any other Device must be turned into the IT coordinator. All
data contained on the laptop and electronic devices will be imaged and stored on an archival drive for four

years and then deleted, unless another section of this Policy applies to the specific data.

6. Legal and Insurance Records

denials

Record Type Retention Period Notes
Appraisals Permanent
Non-Disclosure Permanent High
Agreements/Consents
Copyright registrations Permanent
Insurance claims/applications Permanent
Insurance disbursements and Permanent




Insurance contracts and policies
(Directors and Officers, General
Liability, Property, Workers’

Permanent until superseded

Compensation)

Leases Lease expiration + at least 15
years

Patents, patent applications, Permanent

supporting documents

Real estate documents (including | Permanent

loan and mortgage contracts,

deeds)

Stock and bond records Permanent

Trademark registrations, Permanent

evidence of use documents

Warranties

Duration of warranty + at least 10
years

Legal Memoranda and Opinions | At least 7 years after close of High
(including all subject matter files) | matter
Court orders Permanent
Litigation files At least 1 year after expiration of | High
appeals or time for filing appeals
7. Customer Service Data
Record Type Retention Period Notes
Administrative records, if any At least 7 years High
Financial records At least 7 years after completion | High
of research
Personal information of 30 days after resolution, unless a | High
COnsumers longer period is required
8. Personnel Records
Record Type Retention Period Notes
Benefits descriptions per employee 4 years High
Employee benefit plans subject to ERISA | 6 years from when the record | High
(including plans regarding health and was required to be disclosed
dental insurance, 401K, long-term
disability, and Form 5500)
Collective bargaining agreements At least 3 years High
Donor records and acknowledgment 7 years High
letters
EEO-1/EEO-2 Reports (Employer 2 years after superseded or High
Information Reports) filing (whichever is longer)
Employee Earnings Records Termination + 7 years High
Employee Handbooks 1 copy kept permanently
Employee Medical Records and Exams Termination + 6 years High




Commissions/Bonuses/Incentives/Awards

7 years

High (if it contains PI;
otherwise, low)

Employee Personnel Records (including Termination + 6 years High

job attendance records, offer letters,

application forms, job or status change

records, performance evaluations,

termination papers, withholding

information, garnishments, test results,

training, and qualification records)

Workers’ compensation records Duration of employment + 30 | High
years

Employment Contracts Separation + 7 years High

Employment Records — Correspondence At least 4 years from the date | High

with Employment Agencies, Applications | of hiring decision

and Advertisements for Job Openings

Employment Records — All Non-Hired At least 2-4 years (4 years if | High

Applicants (including all applications and
resumes — whether solicited or unsolicited,
results of post-offer testing,
pre-employment physicals, results of
background checks)

file contains any
correspondence which might
be construed as an offer)

Job Descriptions

Termination + at least 7 years

High (if it contains PI;
otherwise, low)

Form I-9 At least 3 years after date of | High
hire or 1 year after
employment is terminated,
whichever is later
Written affirmative action program and At minimum, for High
supporting documents immediately preceding AAP
year, unless it was not then
covered by the AAP vear
Time reports Termination + at least 4 years | High
Salary schedules; ranges for each job At least 2 years High (if it contains PI;

description

otherwise, low)

Pension plan and retirement records

Permanent

Employee tax records 7 years from the date tax is High
due or paid

Injury and Illness Incident Reports 5 years following the end of | High

(OSHA Form 301) and related Annual the calendar year that these

Summaries (OSHA Form 300A); Logs of | records cover

work-related injuries and illnesses (OSHA

Form 300)

Supplemental record for each 5 years following the year in | High

occupational injury or illness (OSHA
Form 101); Log and Summary of
Occupational Injuries and Illnesses
(OSHA Form 200)

which they relate




9. Payroll Records

Record Type Retention Period Notes
Garnishments, Assignments, Termination + at least 7 years | High
Attachments
Payroll registers (gross and net) 3 years from the last date of | High

entry
Time cards; piece work tickets; wage rate | 4 years High
tables; pay rates; work and time
schedules; earnings records; records on
which wage computations are based
W-2 and W-4 Forms and Statements Termination + 7 years High
Employee Deduction Authorizations Termination + 4 years High
Payroll Deductions Termination + 7 years High
10. Tax Records
Record Type Retention Period Notes
Tax-Exemption Documents and Permanent
Related Correspondence
IRS Rulings Permanent
Payroll Tax Records At least 7 years High
Annual Tax Filing for the At least 7 years High
Organization (IRS Form 990)
Filing Fees Paid to Professionals | At least 7 years
Earnings Records At least 7 years High
State unemployment tax records Permanent
Sales/Use Tax Records At least 7 years High
IRS or other Government Audit Permanent
Records
Tax Returns — Income, Franchise, | Permanent
Property
Tax Bills, Receipts, Statements At least 7 years High
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